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What’s going on?

RZAS 2.4.49 KEX ap_normalize_path() @&

J e ../ BUIRAR 16ER| EX: . %2e/ 3% %2e%2e/
] LUEZE Y Path Traversal » MMRBRYA cgi 3 cgid =48
Aje LLEZE R RCE
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what 2.4.49 actually do ? (e = ) ¢

if (IS_SLASH_OR_NUL{path[l + 17}) {

1++;
if (path[1]} {
Lo+;
T
— ..
¥
f (path[l + 1] == '." && IS_SLASH OR_MNUL{path[l + 2])} {
if (w > 1) {
io {
w--;
} while (w && !IS SLASH{path[w - 1])});
b
else {
if (flags & AP _NORMALIZE_NOT ABOVE_ROOT) {
ret = @;
h
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httpd.conf
Az TEASIFRBE > kR HERE

<Directory /> Require all granted </Directory>

<Directory />
AllowOverride none

#here is important:

#Require all denied
</Directory=>




What’s build it up? I I

CGIl OR CGID

BAZUFIA /bin/sh Z% RCE

's | #LoadModule cgid module modules/mod cgid.so|LoadModule cgid module modules/
/usr/10cal/apache2/conf/httpd conf \

s | #LoadModule cgi_module modules/mod_cgi.so|LoadModule cgi_module modules/
usr/local/apacheZ/conf/httpd conf \




What’s build it up?

Dockerfile

Dockerfile

Open *~ s ~/Desktop/CVE-41773/test1

FROM httpd:2.4.49

RUN set -ex \
&& sed -1 "s|#LoadModule cgid module modules/mod cgid.so|LoadModule cgid module modules/
mod cgid.solg” Jusr/local/apache2/conf/httpd.conf \
&8& sed -1 "s|#LoadModule cgi module modules/mod cgi.so|LoadModule cgi module modules/
mod _cgi.so|g” Jusr/local/apache2/conf/httpd.conf \
&& sed -1 "s|#Include conf/extra/httpd-autoindex.conf|Include conf/extra/httpd-
autoindex.conf|g” Jusr/local/apache2/conf/httpd.conf \
&& cat Jusr/local/apache2/conf/httpd.conf \
] EF *tH® "% 1
| perl -pe 's|<Directory />.*?</Directory>|<Directory />\ AllowOverride
Require all granted\n</Directory>|isg' \
] B LT it %
| tee /tmp/httpd.conf \
&& mv /tmp/httpd.conf /usr/local/apache2/conf/httpd.conf]
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what 2.4.50 actually do ? i (pathi1] == ") <

if (IS_SLASH_OR_NUL{path[1 + 11}) {

1++;
if (path[1]} {
1++;
H
H
n=1+1;
1 ({path[n] == ". (decode_unreserved
R& path[n] == '%
R& path[++n] == "2°
E% (path[++n] == 'e'
path[n] == "E")}))

& IS5_SLASH OR_NUL(path[m + 11}) {
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What’s going on?

ARz 2.4.50 REE L—@ERE > AEERABMEZHR %2e 1@
RBET P FTURER %2e BEXREM ASCIl #FT EX:
%%32%65/ 8 %%32%65%%32%65/
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What’s going on?

%%32%65/ B %%32%65%%32%65/

ap_normalize_path

%2e/ B %2e%2e/

J L/






CVE-2021-42013 [

o1 A 0 1L

BB E I BEMI&EMIRE

F—Ekkz 2.4.51

5| A ap_unescape_url_ex() =S url decode
17 REFERB
AP_NORMALIZE_DROP_PARAMETERS tlag

3
\[ |/

i)




/ APACHE 2.4.49

APACHE

THANK
YOU




